State And Local Cybersecurity
Grant Program

ESA Application
Walk Through




To start an application - Single Application for Assistance (pa.gov)

If the applicant does

Login Account, please
register for one before
attempting to login

General Facts Login
s Create a New Keystone Login Account — Registration

not have a Keystone > ° Click Register and enter all of the information into the fields with a red asterisk (*) next to What's New?

them. For an overvisw of the changes in the new Single Application,
= You will be asked to create your profile, login information and security questions. please read Help.
o Ifyou have already created an account with another agency whose application uses the
Keystone Login Service, you do not need to register another account with us.
o Ifyou create a Keystone Login account with us, you will be able to use this account with other
agencies that use Keystone Login.
= Some additional information may be required for those agencies.

Username

» Keystone Login Services
o There are many account options that can be configured for your Keystone Login account.
Please see the help documents provided by the Keystone Login Service
o Keystone Login account assistance or password resets, please contact the Keystone Global
Help Desk at 877-328-0995
« For technical assistance with an application, please contact the appropriate resource center liste
below:
o DCED customers: Please contact the DCED Customer Service Center. Represent s are
available Monday through Friday, from &:30 AM until 5:00 PM, at 800-379-7448. ail Register
inquiries can also be sentto ra-dcedcs@pa_go\(_ NOTE: If registering for the first time with Keystone

Powered by

KEYSTONE LOGIN

o Customers of all other agencies: Please con
Center. Representatives are available Monday
833-448-0647. Email inguiries can also be sent

e Login, please include an email address with your

For existing Keystone
Login user, please enter
Username and Password
to get started.

at account. It will be needed to successfully complete
grant applications and grant processing.
Forgot Password

Forgot Usermname
Learn more about Keystone Login

Having Trouble Registering
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https://grants.pa.gov/Login.aspx

Home Help ContactUs  Report

Submitted Applications  User Settings

Begin a New Application

To begin a new Single Application For Assistance, enter a brief name for the project (up to sixty characters) and answer whether you need help selecting your program. If you already know the name of the pregram you want fo apply for, answer "Meg".

Project Name

Enter the Project Name

[FY2022 SLCGP Entity Name|

Do you need help selecting your program?

Click on Create a New
Application after entering
the project name

No w

Make sure the drop
down is changed to "No"

CREATE AMEW APPLICATION
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Home Help Save Print ContactUs  Report

Program

Agency: Pennsylvania Department of Community and Economic Development
Applicant:

Program: DCED

Red Diamond ( #) = Reqguired Field.
Blue Diamand { #) = Conditional Required Field.

Select Program

To search for programs based on your organization and/or project, click the Program Finder button below.

Enter SLCGP for
the program name

Sort By

. . = Pick Program Name
rogram Name . in the drop down

|5EAR{.‘.H| ||=RocsmuF|mER

Click on Search k
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Please note there are four applications you will need to apply separately for each project that
you would like to participate in

Only apply for the services that you would like to receive

State and Local Cybersecurity Grant Program (SLCGP) = Intrusion Detection Service MS-ISAC Albert Sensors . & Apply
_ Click on Apply
Pennsylvania Emergency Management Agency

The State and Local Cybersecurity Grant Program is a federal grant that helps support state and local governments to address cybersecurity risks, strengthen cybersecurity of critical infrastructure and ensure resilience against

participation in Commonwealth offered services related to this program. The prevention tools/services include:
» Intrusion detection systems placed on government networks and monitored 24/7 to identify intrusion attacks, alert key personnel, and report nationally on coordinated cyberatiacks.

State and Local Cybersecurity Grant Program (SLCGP) - Security Awareness Service (Cofense) Click on App|y Apply

Pennsylvania Emergency Management Agency
The State and Local Cybersecurity Grant Program is a federal grant that helps support state and local governments to address cybersecurity risks, strengthen cybersecurity of critical infrastructure and ensure resilience aga

participation in Commonwealth offered services related to this program. The prevention tools/services include:
« Employee training on how to prevent cyber system breaches and phishing, and penetration testing services.
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Applicant Information

To copy your Registrafion infermation inte the application, click the "Use Account Information” button below.

Red Diamond ( #) = Required Field.
Blue Diamond ( ¢) = Conditional Required Field.

Applicant Entity Type: O Limi "N . .
Limited Liability Partnership () Partnership . . .
{ Pick the Applicant Entity
) Government () Non-Profit Corporation Type that best describes
the entity
() Sole Proprietorship () Limited Liability Company

() S Corporation () C Corpo

ame:lTest Entity
NAICS Code[g211
FEIN/SSN Number|999999999

“Please enter FEI
p UEI Number:[AA00BB00CCOD |
Top Official/Signing Authority: [Tack Test

Please enter a valid 9 digit
FEIN Number

Please enter a valid 12 digit

Tiﬂe;lChairman VBT Numb
mmnoper

SAP Vendor #: *

(3000000 OF X00ON-200)

Contact Name:lMark Test

|«
Contact Title: [ Chief Clerk B
.2|?1?—UDG-GUDG | »
(00000000000
Fax:l |
E-mail: | test@pa.gov *

Mailing Address:| 1310 Elmerton Avenue

t:’i“":lHslrrisl::-urg
State:
Zip Code: 17110 *
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Enterprise Type”

Indicate the types of enterprises that describe the organization listed above. You may select more than one type. 4

[] Advanced Technology

[[] Business Financial Services
[[J Computer & Clerical Operators
[] Environment and Conservation
[ Government

[ Mining

[[] Research & Development

[ Agri-Prosessor

[ call Center

[[] Defense Relsted
[[] =xempt Faciity

[[] Heaitncare

[ other

[ Retsi

[ Agri-Producer

[ crild care Genter

[ Economic Dev. Provider

[ Export Manufacturing

[ Hospitality

[ Professional Services.

[ sccial Services Provider

[0 Authority

[ commercial

[ Educational Facility
[ Export Service

[0 industrial

[ Reeysing

[ Tourism Premetion

[ sictechnology / Life Sciences

[[J community Dev. Provigar

[[] Emergency Responder

[[] Food Frocassing

[[] Manufacturing

[[] Regional & National Headguarters

[[] Warehouse & Terminal

- Pick the Enterprise Type that
best describes your entity

Click Continue to move
onto the next screen
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Project Site Location(s)

Site 1

Address:

Enter the address
where the funds will be

1310 Elmerton Avenue

ciy:

State:  pa )
Zip Code:  [17710 Enter tht=T zip code
plus 4 if known
County;/“|Daghin  vle

Municipality: | Susquehanna Township « |¢

PA Housa: +  Tancrew Levis (105 PA House & PA Senate

will populate based on
PA Senate: ¢  LAJohn Dianto (1) information entered

Designated Areas: (] Act 47 Distressed Community [ Brownfield

[ Enterprise Zone [ Greenfisid
[] Keystone Innovation Zone [] Keysiane Cppartunity Zone
[ Prime Agricultural Area [ Uses PA Port

Click Continue to move
onto the next screen

Continue
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Project Narrative

Adequate answers to the Project Namative questions below are required. Upleaded attachments or mailed documents are no longer permitted in this section of the application. If a more detailed narrative is required for the Program selected, instructions will either be provided in the Addenda section or the Program Guidelines.

1. Whaf do you want to accomplish with this project? ¢
Character Count: 85 characlers P
Please click continue at the bottom right. Nothing additional is needed in this field

\ This area is prepopulated.

There is no need to enter any
information.

Click Continue to move
onto the next screen

Continue
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This screen applies to the Security Awareness Training - Cofense application

Addenda

Below are additional application requiremenis specific to the program you selected. If you are having preblems completing the Addenda because your crganization or pr

Security Awareness training- Cofense

(Security awareness services ensure that all end users receive and complete security awareness training. This service provides for social enginesring (phishing)
the training and the overall risk level for this type of attack. Additional testing can be conducted as needed fo further reinforce the concepts from this training. Reo

Are existing services (Cofense) in place? #
(This could be because o_f::_ﬂ_":fé grant or budgeted expenses)

If Yes, what is the end date of the current contract?

If you answered "Yes" to the above question, you will need to input
| | a date in the field. If answered "No". you can leave the field blank.

fing is NOT allowable. Refer to this documentation for

Elig_i::hlé service dates: Must start before 11/30/2027. Suppl ore guidance on supplanting

Dgwinload SLCGP additional guidance -ESA pdf

Requested service dates:
Start date: #
(Today's date if you do not currently have Cofense or the first day following the end of any current Tenable agreement/contract)

| Remember to put your
start date in the field. §

End date: #
/3002027
Input the number of
licenses you will need.

Total Number of licenses requested {eachd dual will need their own license, e.g. 200 employees you would need 200 licenses). 4
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This screen applies to Intrusion Detection Services — Albert Sensors application

Intrusion Detection Services — Albert Sensors

(Intrusion detection services increase information security capabilities through the deployment of a turnkey network security monitoring and management service. An Albert Zensor provides network security
enhanced monitoring and notification of malicious activity. It is critical that such a service be managed centrally, to provide collaborative insight and fo offer an enhanced, comrelated perspective into events th

Are existing services (Albert &enéurs} in place? #

I Pick "Yes" or "No"

If NO, Please upload th:E .fcrllowing forms
Download Albert PIQ CIS FEE 2024 pdf

Upload Files N,
Uze the control below to select your file. Each file can beno larger than T oE

If "No" was selected, download the

g : : attached files and fill them out. The
File1 | Ch File | Mo file ch
- e completed forms will then need

uploaded into the application. The
application cannot be submitted without

Upload 2 th em

Download Blank Escalation Progedures Dec 2021, pdf

Upload Files , 1
Use the control belnj.'.r:in select yvour file. Each file can be no larger than_ 3BME.

File 1 | Choosze File | Mo file chosen

E_I_igihle service dates: Must start before 1173072027, Sup_planting iz NOT allowable. Refer to this documentalion fE_l:I' more guidance on supplanting
Download SLCGP additional guidance -ESA. pdf ;

Requested service dates:

Start date: #
Remember to put your
start date in the field.
End date:
11/30/2027
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This screen applies to Intrusion Detection Services — Albert Sensors application

continued

Specific Service-Related Requirements. Refer to this document for more guidance.
Downlogd:Technical requirements - Intrusion Detection.pdf, /+

y , Check the box if the requirements are met.
Eligible Entities must meet the definition of “Local government™: &

A county, municipality, city_town iowoak L autnonty, ool district, special district, intrastate district, council of governments, regional or interstate government entity, or agency or instrumentality of a local government.
. I'ceriify that the enfity meets the definition of “local government”
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This screen applies to Vulnerability Management Solution - Tenable application

‘Addenda

Below are additional application requiremenis specific to the program you selecied. If you are having preblems completing the Addenda because your crganization or preject do not meet the

requirements lisied below, please try changing_your program.

Vulnerability Management

Vulnerability Management Solution provides the ability of an organization to improve their cybersecurity posture by identifying, prioritizing and remediating vulnerahilities in their IT
infrastructure. Tenable helps organizations identify, understand and manage the vulnerabilities and risks across their I T infrastructure.

is NOT allowable. Refer to this documentation for m

ervice dates: Must start before 11/30/2027. Supplan
Dewnload SLCGP additional guidance -ESA. pdf

uidance on supplanting

Are existing services (Tenable) in place? (thiz could be because of the grant or budgeted expenses) ¢

If Yes, what is the end date of the current contract?

Requested service dates:
Start date: (today’s dateﬁ'

I

End date: 0
113002 Z’J

If you answered "Yes" to the above question, you will need to input
a date in the field. If answered "No". you can leave the field blank.

oﬁ do not currently have Tenable or the first day follmggkpg'fhe end of any current Tenable agreement/contract)

Remember to put your
start date in the field.

Specific Service-Related Requirements. Refer to this document for more guidance.

Select the type of service that you will
need. There are 3 different options.

Type of Services Requested:
| w

Asset types to consider:

szktops, Laptops, Workstations, Networking Gear, Servers, Traditional IT Endpoints

What is licensed: Each'asset is 1 license. If a device is multi-homed, has multiple IPs, etc., this still only counts as 1 licensed asset.

Input the number of

Total Number of licenses requested based on information above: 4 . 3
licenses you will need.
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This screen applies to Cyber Exposure Management and Asset Intelligence Platform - ARMIS
application

Addenda

Below are additional application requiremenis specific to the program you selected. If you are having preblems completing the Addenda because your organization or project do not meet the
requirerrl&l’lié listed below, please try changing_ your program. /

‘Cyber Exposure Management and Asset Int ence Platform (ARMIS)

ARMIS is a cyber exposure management and asset intelligence platiorm that provides unified protection for all connected devices within an organization through holistic asset
visibility and data-driven risk priorifization.

Are existing services (AR

'in place? (this could be because of the grant or budg f

ed expenses) 4

If you answered "Yes" to the above question, you will need to input
a date in the field. If answered '"No", you can leave the field blank.

Déwnload SLCGP additional guidance -ESA pdf

Requested service dates:

Start date:
Remember to put your
start date in the field.
End date: #
11/30/2027

Specific Service-Related Requirements. Refer to this document for more guidance.

Number of Employees (Full-time/Contractors). 4

Estimated Number of covered assets: (Asset types; to consider: Deskiops, laptops, servers, networking geér: traditional endpoints, loT, OT, cloud assets. Any mana'ged ar
unmanaged device or asset that connects to an organization’s networlc or infrastructure.)

Input the number of
I:l assets you have.

Input the number of
employees.
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IT contact information:
Name: ¢

The following screens apply to all applications

Gﬂhér requirements that must be completed within a year (12 month period) after receiving the :Serﬁees:

Web Application Scanning is an “internet scanhingas-a-service." This service assesses the “health” of your publicly accessible web applications by chécking for known vulnerabilities and weak l:onﬁguraﬁ'ons. Additionally, Cybersecurity and Infrastruc
in accordance with industry and government best practices and standards.

» Vulnerability Scanning evaluates external network presence by executing continuous scans of public, static IPs for accessible services and vulnerabilities. This service provides weekly vulnerability reports and ad-hoc alerts.

To register for these services, ail vulnerability_info@cisa.dhs.gov with the suhjel:_ ‘Requesting Cyber Hygiene Services — SLCGP U are requesting this service as part of the SLGC

pget started. Indicate in the body of your email tha_
For more information, visit Ck8A's Cyber Hygiene Information Page. A

Nationwide Cybers
The NCSR is a free, anonymous, annual self-assessment designed to measure gaps and capabilities of a SLT's cybersecurity programs. It is based on the National Institute of Standards and Technology Cybersecurity Framework and is sponsored by DHS a
administered by the MS-1SAC, within a year (12-month period) after receiving the services. Annual NC SR submission is generally open from October through February. For more information, visit Nationwide Cybersecurity Review (NCSR) (cisecurity.org)

 checking this box, you confirm that you have read and understand the content of the following 'P.DF document prior to submitting the application. #

Download the Instructions and then click on the check box.

Do

wnload SLCGP Grant Process FFY2023.pdf 4

Email:

Enter the IT contact

information for the entity.

Phong Pf!u}nber: +

Click Continue to move
onto the next screen

N Caontinue

pennsylvania

EMERGEMCY MANAGEMENT AGENCY




If an entity requires more than one signature to execute a contract, multiple Signatory Authorities

Signing Autharity
Authorized Signatory contact information:

Signing Authority

can be added on this screen.

Title + Pk
Chairman

No data has been entered.

First Name ¢ Last Name ¢ Email 4

Jack Test test@pa.gov

— —1

Enter the information of the Signatory Authority for the entity and then click Add.

Click Continue to move
onto the next screen

. M
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Application Certification

All of thg:_l_'equired sections of the web application have bee:n::;:umpleted. 1T you have reviewed the application, Wou may submit it for processing. After su bmitting:,:_you will no longer be able to mal

Ele-::tronlc Signature Agreement: . )
;DE.'; checking this box and typing your name in tne below textbox, | nereh:.r certify that all |nfnnnat|on mntalned in the single application and su ppurllng matenals submitted via the Internet and its aft

Please ensure that both Electronic Signature
Agreement and the Electronic Attachment
Agreement check boxes are checked.

Select the appropriate button for the signer
designation.
| — Enter name of person filling out the application.
) Eler,tmnlc: Aftachment Agreement:

& Dhlﬂng with the web application, if you have heen requ&sted or need to send any documentation tarPEI"."IA please print and send a copy of your E- Slgnature and mail it to PEMA along with any pap

() 1 am the applicant.

O | am an authorized representative of ne company, erganization or local ggvernmas

(7 | am a “Certified” Partner representative.

Type Name Here:

Click on button to

submit application
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Application Cértiﬁcation

Single .ﬂ:uppli[:ation ID #: 202308175087

T_ne we:b application has been successfully subm'rtteq for ﬁmcessing.

.-I hereby cerify that all information contained in the..single application and supporting materials submitt;d via the Internat, Single Application # 2023&31?5;)8? and its attachments are frue

an authorized representative of the Applicant that such information is true and correct and accurately represents the status and economic condition of the Applicant. | also understand the
prosecution in accordance with 18 Pa.C.5. § 4904 (relating to unswaorn falsification to authorities) and 31 U.S.C. §5 3729 and 3802 (relating to false claims and statements).

The signature page may alsu_ t;efﬁrinted now. You may also print submitted appli_c:_aﬁhha from ihe Home page. Click the link labeled '_'Suhhiﬂed Applications” in the top toolbar.

Print Signature Page dnly P There is an option to print the
application signature page or the entire
Print Entire Application with Signature Page applicatiﬂn for the entity's records.

The signature page along with any paper supporting documents can be mailed to the following address:

Pennsylvania Emergency Management Agency
At this time, Pennsylvania Emergency Management is not requesting any U. 8. Postal mailings
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Here is where you can find your application after it has been submitted.

Home  Help Print  Contact Us Repaort

Program Addenda Ceu Click on Home

Agency: Pennsylvania Emergel

Home Help ContactUs Report

Submitied Applicationrs  User Settings

Logout
Click on Submitted Applications This will show all applications that
the entity has submitted.

Submitted Applications

Applicant/Company Project Name Program
$188479/202308 1750808 Test County SLCGP FEMA X UNBER S 5155470 El
State 3nd Locs Cybersecurty Grant Progtsm (SLOGR) - Intrusion Detection Service MS-ISAC Alset Sensors  REVISW
5198431 202308175085 Test County F¥2022 SLCGE Cofenss Training PEMA SHEERNY 8188481 El
& é £ State and Local Cybersecurity Grapt Program (SLCGP) — Security Awareness Service (Cofange] REVIEW
| i
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